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Conceptual Basics of the Risk System Analysis in the Safety Control of the System “The Enterprise – Environment” 
       The aim of the paper is to offer the approach of forming the conceptual basics of the system analysis and prognostication of the risks of non-typical and critical situations as the component of the conception in the process of the safety control of the system “The Enterprise –Environment”.  

       The development of the productive forces of Ukraine is accompanied by the progressive dynamics of the capacities of the technological complexes, transport, power systems, control units. Not all components have proper stability and reliability in normal conditions, so there is a danger of emergencies and catastrophes.
      According to the academician V. A. Legasov [9], for the science and technical progress that has already demonstrated its capacity and great abilities to go on being at the people’s service the experts of any branch of science should direct all their knowledge on safety usage of the progress’s achievements. Because of the variety of the problems and disciplines applied to the problem solving the efforts should be taken both in the frames of the traditional institutions responsible for the machinery development and specially established centres of the industry safety. Widely spread research in the field of safety, new approaches to the technological scheme building provide the possibility of the further technical development with the reduced risk.
     The rapid growth of the complexity of the interdependence and interaction of different spheres of life and activity of the mankind is known to be one of the characteristic features of the modern civilization development. The interrelations of a person and the biosphere and their place in the nature are changed. More than that, the duality of these interrelations makes us frightened: the human being’s activity and his influence on the environment grow quickly and at the same time the dependence of the human being on the biosphere’s indices changes.
      It is obvious that that under these conditions the mankind needs not only new knowledge but also a new point of view on the interactions of the person and biosphere, their new alternatives in the dynamics of their development, ways of solving principal contradictions in the interrelations of the person and biosphere. It will promote solving of a number of important and complicated problems of safety. 

       Up to now the policy of all countries of the world as to the protection of the human being and the environment from the technogene factors  has been oriented on the “absolute” safety. Any technogene danger was considered to be extreme and excluded, that is it should be reduced to “zero” [1]. 
       Now it is obvious that such policy is unequal to the character of the national economy. Because of the growth of the scales of the manufacturing its influence on the environment has increased and abilities of many ecosystems to clean and regulate themselves has exhausted. 

       The human being’s experience makes it possible to state that any practice of the mankind is potentially dangerous and it is impossible to reach the absolute safety [2]. Striving for the safety has always been the positive motivation of the human being’s activity..    

         Under the changed conditions the approach to the solving of the person’s and environment’s safety problem had to give place to the new approach the main principle of which is to “foresee and forewarn”. As a result there is a necessity in the new science which is to answer the question: How to control the safety under the changed conditions. There is no sense in any appeal to control the safety without having a definite conception of the “safety” [4,5]. The development of the methodology of evaluation and increasing of the safety in industry is needed. 

Hence, the system of the “enterprise- environment” is to be the object of the safety investigation, and the regularity of the damage rise and reduction under its operation is to be the subject of it. The system under discussion is characterized not only by the presence of links and relations among the components that form it, but also by the continuous unity with the environment, in interaction with which the system  demonstrate its integrity. 

The application of the system approach that makes it possible to evaluate each of the subsystems of the “Enterprise” and the “Environment” with taking into account their mutual influence is supposed to be the conceptual basics under these conditions. Their aggregate defines the safety level. 

       This approach is based on a number of new principles, empiric summarizing, hypotheses, and statements that express the main idea of the conception and are based on the following [6]:

·  the technosphere, biosphere, and a human being make up a common system; 
· as far as the system of the “Enterprise –Environment” is a very complicated one and its informational description is not complete, intuition, experience, the ability to summarize and prognosticate as well as other psychophysical characteristics and possibilities of the human being as the decision maker are to be taken into account;
· as far as the catastrophe and accident natural experiments are inadmissible, the only way to investigate safety is to develop the hypotheses, models, algorithms and methods applied under the system analysis of different critical and non-standard situations, accidents and catastrophes;
· the control of the hypotheses, algorithm models and methods should be done by the computer simulation of the processes of different risk situations and the accidents and catastrophes prevention, with the application of modern methods of different branches of science and engineering, artificial intelligence, knowledge base and the catastrophe and accidents data.
       This approach meets the V. I. Vernadsky’s principle of empiric summarizing: the statements which do not contradict the experience and empiric data obtained in practice are considered to be the starting point. 

        Thus, safety is the characteristic of the correlation of the system and the environment. There are some threats in the fact of existence of the system which is the bearer of the order and integrity and the break-up of which can cause unsuspected after-effects. First of all it concerns the system of the “enterprise-environment” working under the conditions of risk and the manufacturing and economy instability. This conception relevance is proved by the industrial catastrophes and accidents [3].

The supposition that the system is the single whole which can be further on divided into components which do exist only because the single whole exists is the initial moment in the system theory. The components are not only material objects but also links and relations. This important characteristic of the system underlies the system analysis in general and safety problems in particular. 


The system of the “enterprise – environment” is a complicated one and has the characteristic which not a single part of the system under any method of articulation has and which is not deducted from the part characteristics.
Each subsystem is the subsystem of the more global system. For example, a shop is a subsystem of the enterprise as a system, and the enterprise is a subsystem of the system of the higher level – the branch, region etc. 
The material substance, aggregate of people, means of production, objects of labour, and information flows are the system contents.
Links in the system and with the environment  are the informational and documentary flows among the system components used to make the management decisions and coordinate their implementation.. 

It should be mentioned that reliability and completeness of the information on the facts of internal medium and the environment which influence the functions of the system of the “enterprise-environment” is of significant importance. The higher the information reliability and completeness level  is, the less the risk and uncertainty level is, the greater the enterprise safety as a system is. 

The subsystem “Environment” is one of the subsystems of the mentioned system. The term “environment” means the human being’s residence and the area at which he works.
The manufacturing environment contains everything which is the product of the human being’s activity, everything created by the human being 9 buildings, constructions, enterprises, communications, transport and technical means, etc). The technical means are characterized by the fact that they not only appear due to the human being, but also influence him directly and indirectly. 

This environment is characterized by the parameters specific for any enterprise and defined by its setting. Besides, there are the parameters which define the labour and safety conditions: gas and dust content, illumination of the working area, the workers means of protection, psychophysical factors etc. Other subsystems or any part of them as well as exterior systems can be the environment of one of the system subsystems. 

 The “enterprise” is the second subsystem within the system of the “enterprise-environment”.  It is the open complex manufacturing system which is influenced by  the environment and surrounding systems. It works out protective reactions as to the environment influence as well as its own changes such as new element roles, new link generation, new functions forming. The system has two components : 

1. the environment with the system logon and logout, links without he surrounding world and feedback. 

       The system logon is the components coming to the system ( materials, component parts, new equipment, different power types, documents, staff, information). 

        The system logout is products, services, innovations, production waste;
2. the indoor environment , that is the aggregate of the interrelated components that provide the influence of the control subject made on the object, changing of the logon into the logout and reaching the system goals. 

The system characteristics of the system of the “enterprise” are as follows: 
Integrity – the subdivisions that make up the enterprise form the single organization with the qualitatively new ( integral ) characteristics;  
Coherence – mechanical, power, informational, and economic dependence among the enterprise subdivisions; 
Structuring- qualitatively definite and relatively stable order among the enterprise subdivisions and  relations, personnel, management, etc. – as the structure multitude; 
Isolation – the complex of elements and links that form the enterprise and that can be separated from the environment; 
            Interaction – among the elements within the open system and with the environment. The system loses its characteristics without the interaction; 
The component  substitution – one and the same product can be made under the resource different combination; different products and services can be obtained with the help of one and the same factors;  
Probabilistic nature – the enterprise system behaviour is uncertain as the factor prognostication is not determined; 
Inertness – impossibility to change quickly the production technological structure that creates the high level of the conditionality of the future system state by the previous state; 
The development continuity – demand growth, increase of the efficiency of production, constant improvement of the technical complex, labour organization forms, economics; 
Complexity – mutual multi-valued influence of different factors. Changes within one part of the system cause those in its other parts;   
Divisibility – the enterprise can be divided into homogeneous heterogeneous subsystems. 

Thus, the complex system of the enterprise consists of the following subsystems: manufacturing, technical, technological, social, economic, safety measures etc. It has a certain specific structure: inner arrangement that reflects the arrangement of the subdivision, their links system – that of subordination and interaction. These characteristics of the structure stipulate for the specific of the enterprise management.  
There are two types of the management structure – the manufacturing and the organizational one. The production process done in a certain subdivision is the basis of the enterprise activity. The composition of the subdivision characterizes the productive structure.
The productive system is one of the subsystems of the “Enterprise” system. 
The productive system is a structure of the functional and productive subdivisions that make products and offer service of the productive nature. The productive system includes a processing system, that of provision and utilization that are controlled and control the subsystems of planning and control. 

The processing subsystem functions as the productive work related to the transforming of the input value into the output results. 

The provision subsystem provides the processing system with the corresponding components. 

Utilization subsystem utilizes, processes and  produces goods from the main manufacturing waste.
The productive system control is the purposeful influence on its structure in order to reach the goals. The controlled and controlling subsystems influence the control object. It is reached with the help of a proper organization, purposeful behaviour of the system under the changing conditions. The system functions due to control which includes calculations and checkup. To calculate indices which characterize the system functioning and analyze them the information is collected, kept and processed. 
The planning and control system gets the information on the system state and unfinished production from the processing subsystem, processes the information and gives proposals as to the work of the processing subsystem.  
Any change taking place in the system is a process. It is usually defined as the transformation of the input into the system output. Such process within the system is called the productive process . 
The productive processes of the enterprise  is the aggregate of the interrelated people, things, means of labour and natural processes aimed to make products. The processes are divided into the main, subsidiary, and serving. The main processes, in their turn, are divided into the preparatory, transforming( processing), final ( assembling). 

As to the influence on the labour subject there are technological and natural processes.
Technological processes  are processes in which the labour subject is changed under the influence the alive labour.
Natural processes are processes in which the physical state of the labour subject is changed under the influence of the Nature forces and in accordance with the laws of the Nature. 

Thus the components of the productive process are the human being’s activity, subjects and means of labour, in a number of cases – natural processes based on the technological process. 
The technological processes are based on technology and consist of a great number of simple operations. 
The technical system which is a complex of processes and phenomena and links among them that exist irrespective of the observer – the control subject – is one of the subsystems of the system of the “Enterprise”. The technical system is the aggregate of the functionally interrelated means of technical facilities, subjects of production and executors to implement certain technological processes and operations under the regulated conditions. 
          There is the main technological function within the functional composition of the technical system which is the productive one at the same time if to speak about the assembly.   
          The system of “Enterprise” has a subsystem of the “Safety Engineering” which is the system of organizational undertakings and technical means able to prevent with a certain probability harmful and dangerous productive factors.
         The subsystem of the “Human Being” is one of the subsystems of the “Enterprise” system. 
         The academician I. P. Pavlov said: “A human being is, certainly a system ( a machine, roughly speaking) but the only one having the highest level of self-control if to speak about modern scientific vision” [10]. He is multi-parametrical, self-organizing and studying probabilistic element of the system the functioning of which is defined by physical, hygienic, physiological, psycho-physiological, anthropometric  and other parametres. 
     The vision through the prism of self-organizing model of social changes based on the self-organization concept ( social synergy) is one of the non-trivial perspective of examining the subsystem of the “Human Being”. 
      The self-organization is the system evolution source as it is the beginning of the process of rising  of new more complicated systems within the system development.
      The human being acts in the productive process only as the nature itself does. The human being’s behaviour in the risk situation should be interpreted  with the help of the main conceptual regulation of the social change self-organizational model [6].There are to components of the social change mechanism  - organizational and self-organizational within the model. It takes into account the fact that the human being as the social system element is able to distinguish himself from the molecules, atoms, plants, and animals and act on the basis of his own determined decision. The human being’s ability to thin rationally and analytically, put forward goals and create the strategy of their implementation is the psychological basis of the organization  changes. All the actions that change the organizational order are made on the basis of the preliminary perception of the situation. The psychology of the second –self-organizing mechanism – is based on the ability of the human being to act under the influence of feelings and emotions.  The process of self-organizing creation of the balance of the system of any nature , including a social one, can be described in general with the help of these ideas. 
      The concept of the social anthropy gives the idea of the social order destroying on the level of human being’s emotions. The environment of the high anthropy is that where the human being feels himself unprotected and aloof. The level of the social anthropy is the sociodynamic factor which sums all known and unknown information about the social changes – economic, political, cultural, and ethnic, etc [6]. As to the risk situations, they are the obvious factors of the social anthropy growth.
     As to the sociosynergic ideas, irreversible changes of macro social structuring are made under the certain level of the social anthropy ( in the point of the social bifurcation). The social dynamics self-organizing component is the leading force of these changes. 

Having in mind the common  idea of the risk danger and using the system approach to their revealing and reducing, the composition of categories, principles and methods necessary to raise the safety of the human being’s activity and reduce the damage caused to the human and material resources can be proved. 
     All the components of the system of the “Enterprise –Environment” interact with themselves and the environment according to the given technology. The damage is the secondary effect of this interaction and can be constantly observed – because of the imperfect technology and gradual wear of the corresponding resources. It can also be occasional because of the accidents and catastrophes.     
Observation of the real objects that are complicated systems shows that they function under the influence of great number of casual factors. That is why the behaviour of the complicated system can be predicted only within the probabilistic categories. 
         The environment factors and deviations from the normal functioning modes – mistakes, noise, etc. which rise within the system- are the main sources of the casual impacts.  The environment casual impacts cause the change of the conditions under which the complicated system functions. Casual deviations from the normal functioning modes in the system are as follows: different device mistakes, apparatus noise, breakage of some primary elements of the system, mistakes in control data, some aggregate failure. These casual impacts cause the change in some system parameters and, sometimes, its structure change ( the element breakdown). 
The interrelation of the system characteristics and its elements is stronger than it is considered to be: not only the system characteristics depend on the element characteristics, but vice versa – the characteristics of the elements that compose the system can depend on the system characteristics.   This dependence becomes more vivid while the complexity is hierarchically  raised. 

Any object under consideration doesn’t exist by itself. It always is a part of some system of the higher level. The highest system influences the element and its structure functioning. The system laws become apparent in this phenomenon. The system rejects the versions of its element development that prevent it from the development or stability saving. The element stability through its correspondence to the functions which it fulfills as the system element is one of these stops.
The system doesn’t construct the element, but rejects the defective ones , that is , is the factor of selection. These elements, in the long run, cause accidents. 
          The analysis of large accidents in different branches demonstrates vivid similarity. As a rule, the accumulation of the equipment defects or deviation from the normal operation mode precede the accident. This phase can last for some minutes, days, and even years. The defects or deviations  in themselves don’t cause the accident but pave the way for it. The system rejects the defective elements. The operators don’t notice this phase, as a rule, because of inattentiveness or the lack of information on the object operation or danger presentiment. The unexpected and rare event which changes the situation greatly takes place at the following phase which is initiating. The operators do their best to restore the normal operation process. But as far as they are not informed enough they intensify the accident development. One unexpected event ( sometimes very insignificant) can stimulate the catastrophe and the technical system refuses to obey people [5]. 

The analysis of the regularities of the accident rate and traumatism in the system of the “enterprise – environment” interprets the danger caused by the human being’s every day activity as the process related to the usage of the power, substance, and information flows. The power concentration raise causes the emergency situations including the global ones. As far as there is the link between the substance and the energy the system causes the entropy during its evolution. The entropy is not accumulated in it but is disseminated in the environment. Instead the fresh energy comes from the environment , and because of this continuous exchange the system entropy can remain unchanged and even be reduced. The accidents related to explosions, fires, mechanical, electrical and other influences cause the diffusion of the energy to the environment, that is chaos, entropy raise, disorder. As the danger can be implemented in any process, it is related both to the entropy raise and reduction. 
        Thus, the danger exists both in space and time as the flows of energy, subsistence, and information. The danger doesn’t act selectively, and influence all material and informational environment.         

         All this allows to form energy-and entropy conception of the nature of the risks of the system of “the human being- enterprise- environment” [3]. 

The system of the “enterprise – environment” is multipurpose. Safety is  one of the system goals. It is based on the  axiom of “the safety which is the protection of some persons, society, and the environment from the excessive danger” [2]. It results in the defining of the term of “danger” which is the situation or condition in the environment which can cause undesirable energy dismissal through the substance or information that can cause the deviation of the human beings health state ( a disease or even death) or to the environment state worsening.    
          There are a lot of types of danger ( compared to safety). The safety is the balance state of a human being, society, state, natural and anthropogene systems etc.

 Safety and danger are principally different things, so they have different measure units.

The scale which uses the risk measure units to measure danger is practically generally accepted. For the safety  - the risk zero value or permissible one [4,5].

There are a lot of risk conditions or situations ( the risk situation axiom). According to the axiom the aggregate of the risk situations is not principally the complete group of random events [6]. The chance of simultaneous occurrence of several events out of the given aggregate is not principally excluded.  
 
Thus, the equality of some events probability unit is principally possible. Occurrence of one or several events out of the aggregate of the risk situations  does not exclude the occurrence of other events of the aggregate. The indefiniteness of occurrence of any event out of the aggregate of the risk situations is not unequal to zero under the occurrence of one or several events of the aggregate. It is the axiom.  

Practice proves that this axiom is valid for different types of accidents, catastrophes, and emergencies. Thus the concept of the “risk situation” is interpreted in the broad sense and includes different types of emergencies. 
       The characteristics and specificity of the processes that cause the risk situations should be paid attention to . 
        The analysis of the normal modes of functioning of different and complex systems, critical situations and emergencies shows that while investigating general characteristics and the dynamics of the development of the emergencies it is necessary to [6]:
· to accept the higher level of complexity of the functioning of the systems of different nature compared to the traditional theory of the complex systems, control, system analysis, decision making etc. 
· to develop the higher level of the formal description of the processes to analyze the complex system functioning and the risk factors on the basis of common principles and approaches. 
         It is a paradox, but this fact started to be recognized when the risks became problems of  surviving of the human being under the conditions of rise of the emergencies of the natural, ecological and technogene type. 


Thus, the risk theory and its applied part which is the identification of the acceptable risk level is the core of the enterprise safety concept.

The risk as a term is the vector multi-component variable obtained with the help of statistic data, simulation and other models which includes quantitative indices: damage caused by any dangerous factor, its occurrence probability, uncertainty in the variables of the damage and probability.
       It requires the development of the universal terminology, common methodology that are useful to make research in safety, informatizing, automation, and computerizing of the safety control. 

      The acceptable risk concept requires assessment of the accidents and catastrophes in the basic branches of industry, transport, agriculture, etc. It is important to assess a number of other non-traditional risks. It is also important to implement efficient scientifically based approaches to the risk control that should include the following:

· development of the single approach to the risk classification ;
· creation and implementation of the method of prognostication of emergencies and assessment of possible after-effects; 
· creation and implementation of the method of different damage registration; 
· establishment of certain boards in the companies to control the risks. 
At present the specification of the tasks and information collection is very topical in preparation of the initial data on the emergency situation at the industrial companies [7]. 

      There is a chance to raise the safety of the production at the expense of the analysis of the emergencies that took place. The awareness of it doesn’t allow to neglect the information that could be obtained under the emergency analysis and its reconstruction. 

The development of the methods of raising of the system technological maturity level and of potentially dangerous object safety provision is the most important goal of perfection of the scientific basics of the technogene safety. The goal can be achieved only at the expense of the high quality characteristics of  control systems in critical situations. 
      But, unfortunately, the traditional diagnostic systems do not provide modern requirements of the technogene safety as they state defect  and failures only under the standard conditions. A number of important characteristics of the dynamics of functioning of modern complex objects under the critical situations are not taken into account. These characteristics are as follows:
· sudden occurrence of the dynamic chaos as disordered movements in determined situations; 
· delicate structure of the dynamics of interaction of the mechanisms of loading, material and construction aging; 
·  aggregate of other important practical characteristics of dynamics of critical situations. 
The main reason of that is that the theory of the technogene and ecological risks is only being formed as a science trend. That is why the creation of the applied theory of control of the technogene and ecological risks is very topical. The main component of the theory should be the methodology of the risk system analysis under the process of control of the safety of the complex technological systems. 

The strategy of the risk control can, certainly be different, depending on the enterprise type, its management structure, traditions and the country business practice. At present the processes of integration of the economies are so intensive that all industrially developed countries use similar methods of the risk control. 
        The economic assessment of the safety problems which can’t be done at the expense of only private, local and organizational undertakings at some enterprises is very topical. The safety problem is a global one and can be compared with the problem of technical, technological, economic, and social development of the country to the level corresponding to that of the developed countries. It is a question of economic assessment from the point of view of the efficiency of the safety undertakings. 

1.       Special attention should be paid to the training of experts in risk analysis and control and safety. Thus there are three trends in training that should be developed: 
2. training experts in risk analysis; 
3. training expert that understand the risk analysis results and use them in their work;  

4. training administrators of the state and regional level able to use the risk analysis results in the process of the safety control decision making. 
         This methodology lays the foundation to implement new information technology of the safety provision. The scientific and methodological thinking should be devoted to its creation and mastering. Ukraine has a powerful scientific and training basis and can and is to solve the problem. 
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